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Calibration time

| 2007 US$

Annual expenditures (Billions)
NASA $17
U.S. dialysis $13
Boeing $65
U.S. DM* $58
DOD $498
U.S. Medicare $440
China GDP $2 300
U.S.Healthcare $2,300

-
Paradox L.ﬂ

We know that accidents arise
from multiple contributors.

BUT

We see accidents as
blunders by the operators.
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How complex systems fail

The Latent Failure Model of Complex System Failure
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How complex systems fail '.E

A

The Latent Failure Model of Complex System Failure

1. Accidents are caused by the combination of multiple flaws.
2. Each flaw is incapable of causing a bad outcome.
3. All complex systems contain these flaws in changing
patterns
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Hindsight Bias L.E
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Hindsight Bias L.ﬂ

If the end brings me out all right,
nothing will be said against me.

If the end brings me out wrong,

a hundred angels swearing | was right
will make no difference.

-- Abraham Lincoln
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-
Paradox L‘E

We know that socio-technical
systems are dynamic.

BUT
We treat them as static.
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Rasmussen’s system model €
y CL

ECONOMIC FAILURE
BOUNDARY

Counter gradient
from campaigns
for safety

UNACCEPTABLE
WORKLOAD
BOUNDARY

Modified from Rasmussen, 1997
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Q el = r.
Rasmussen’s system model L.E

...we are talking about a law of systems
development which is: every system
always operates at its capacity. As soon
as there is some improvement, some
new technology, we stretch it...

Larry Hirschhorn
quoted in Cook & Woods,
A Tale of Two Stories, 1997.
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Rasmussen’s system model '.E

ECONOMIC FAILURE
BOUNDARY

ACCEPTABLE
PERFORMANCE
BOUNDARY

UNACCEPTABLE
WORKLOAD
BOUNDARY

Modified from Rasmussen, 1997
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Rasmussen’s system model

ECONOMIC FAILURE
BOUNDARY
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PERFORMANCE
BOUNDARY

UNACCEPTABLE
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BOUNDARY

Modified from Rasmussen, 1997
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Some thoughts on resilience €
g CL

The real surprise is not that there are so many accidents...
...it is that there are so few!
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Some thoughts on resilience CL

Features of resilient performance

*Unusual but not unknown

*Departure from normal
*Traversing the goal-means hierarchy
*Changing the definition of success

*Return to normal

Some thoughts on resilience r.ﬂ

Features of resilient performance

ad K. !
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Some thoughts on resilience
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Some thoughts on resilience CL
Features of resilient performance
A A
Whiteboard Computer based
Schedule board
Some thoughts on resilience [.E

Features of resilient performance

Whiteboard

Computer based
Schedule board
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Some thoughts on resilience

Some last words '.E

Resilience matters.
Resilience can be enhanced or degraded.
Failure and success come from the same sources.

Less well behaved systems are the future.

Safety is continuously created and destroyed.
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Some last words
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