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1 Government Agency Role

Government research agencies can play an important role in helping to shape a re-
search agenda through the research methods and techniques that they fund through
grants and contracts. While the use of Probabilistic Risk Assessment (PRA) has of-
ten been an accepted safety research tool in studying risk in technical systems, it has
had limited use in predominately human systems in which human limitations and
failure represent substantial risks. There is a need to apply PRA to more human
based systems where the role of human behavior can represent a substantial portion
of probable risk Two U.S. federal governmental research agencies are now using
socio-technical probabilistic risk assessment as an important research tool to meet
program objectives as part of their overall safety research efforts. The Agency for
Healthcare Research and Quality (AHRQ) is the federal agency designated to lead
the research effort in the area of medical error and patient safety while the National
Aeronautics and Space Administration has responsibility in research in aviation and
space safety management. Both AHRQ and NASA are advancing the use of prob-
abilistic safety assessment through active research programs which are described.

1.1 Activities at AHRQ

Patient safety and medical error has become a major international issue of in the past
few years [1,2]. In the US there are over 98,000 deaths attributed to medical error or
health care associated injury [1]. These shocking numbers are an indication that
health care should be considered a high hazard industry. Health care associated in-
juries are those associated with the process or structure of care rather than to a pa-
tient’s underlying or physiological, environmental or disease related antecedent con-
ditions [3]. Patient safety is the prevention of harm to patients [4]. This can be
accomplished by eliminating or minimizing unintended risks and hazards associated
with the structure and process of care. AHRQ has been designated by the US Con-
gress to take the lead in conducting research into the causes and prevention of medi-



cal error and health care associated injury or harm. AHRQ has established a multi
stage research continuum as an organizing principle for its patient safety research
initiative.

- One - identify the risks and hazards that cause or have the potential to cause
health care associated injury or harm.

- Two - design, implement, and evaluate patient safety practices that elimi-
nate known hazards, reduce the risk of injury to patients, and create a posi-
tive safety culture.

- Three - maintain vigilance to ensure that a safe environment continues and
patient safety cultures remain in place.

Not surprisingly most of patient safety research to date has been devoted to stage
one of the continuum with a focus on identification of risks and hazards to patients
from health care associated injury or harm. Traditionally, patient safety systems
have detected events through individual reports (e.g., a clinician reports an adverse
event to a hospital risk manager), document review (e.g., retrospective review of pa-
tient records and death certificates), or monitoring patient progress retrospective in
nature

However there is a growing awareness in health care that there is a critical need to
move to more proactive or prospective process analysis as a necessary addition for
improving safety approaches to risk assessment. The Joint Commission for Accredi-
tation of Healthcare Organizations (JCAHO) which accredits US hospitals and other
healthcare organizations now requires that accredited institutions incorporate the use
of prospective risk analysis methods as a part of organizational patient safety plans
and procedures [5]. The Institute of Medicine (IOM) in its recent report Patient
Safety: Advancing a New Standard of Care recommends that AHRQ support the as-
sessment of the validity and efficiency of integrating retrospective techniques (e.g.,
incident analysis) with prospective techniques [4]. In response to the shift toward
more prospective safety assessment in health care, AHRQ has identified proactive
risk assessment as an appropriate patient safety research methodology [6].

AHRQ launched a patient safety implementation challenge grant program de-
signed to promote the use of various kinds of proactive risk assessment approaches
to identify the critical risk and hazards within the health care process. The agency
has encouraged health care organizations to partner with experts outside of heath
care to conduct comprehensive risk assessment research efforts. Table 1 is a listing
of AHRQ funded probabilistic risk assessment projects. The application of probabil-
istic risk assessment approaches is a new concept in health care. The delivery of
health care to patients has and continues to be a human based system where the ac-
tions or inaction of individual health care professionals pose a substantial risk to pa-
tients. The need to focus on human factors and behavior associated risk will con-
tinue to be a challenge in health care. We have much to learn about the application
of PRA and its limits and constraints as a research tool. There is also a need to train
health care professionals in the various methods and approaches to the application of
proactive risk assessment as a new research paradigm. As the results of the current
research efforts become more widely published, there should be a greater acceptance
of proactive risk assessment. The application of socio-technical probabilistic risk
assessment (ST-PRA) is having a positive impact in health care.



Project Title Institution

Risk Modelling in Transitions of Care Abt Associates
Risk and Recovery in complex Environments — .
Labor & Delivery as a Model Beth Israel Deaconess Medical Center

Re-Engineering the Hospital Discharge for Patient
Safety

Risk Modelling to Improve Long-Term Care
Medication Safety

Risk Analysis of Pediatric Chemotherapy Process | St. Jude Children’s Research Hospital
PRA Chicago Transplant Insight University of Chicago

Real-Time Assessment of Risk Factors-
Medication Errors

Boston Medical Center

Oregon Department of Human Services

Veterans Medical Research Foundation

Table 1. AHRQ Funded Probabilistic Risk
1.2 Activities at NASA

PRA is not a new concept in aerospace but it has been primarily applied to engineer-
ing objects (e.g., vehicles, systems, subsystems, components) as a tool for making
decisions in the design process [7] For example, loss-of-vehicle risk for the Space
Shuttle can be assessed and “averaged” over mission phases and described by the
relative contributions of principal vehicle elements such as orbiter, space shuttle
main engines (SSME), solid rocket boosters, external tank, etc. These elements, in
turn, are described by the relative contributions of their main risk drivers, such as
turbo machinery and combustion devices which are the main risk drivers of SSME
[8, 9]. But aerospace accidents and incidents have taught us that risk assessments
that focus only on hardware elements fail to account for the considerable risks in-
herent in the operational environment in which aerospace vehicles are maintained
and flown. Furthermore, many of these risks are virtually undocumented except in
the collective memory of the people operating the equipment themselves. The study
of human factors in aviation and space and more recent innovations in Socio-
Technical PRA (ST-PRA) give us tools for analyzing risks associated with human
error, non-standard practices, procedural noncompliance, etc.--any of which can de-
grade safety and performance quite apart from limitations of the hardware or system
as designed.

1.2.1 ST-PRA in the NASA Aviation Safety Program (AvSP).

One of the elements of the NASA Aviation Safety Program focuses on Maintenance
Human Factors (MHF). The primary goal of the MHF tasks is to understand and
mitigate potential root causes of incidents and accidents intrinsic to aircraft mainte-
nance and inspection operations. Specific objectives include: increased understand-
ing of human error and human reliability associated with maintenance and inspec-
tion tasks, and the development of interventions and task aids that reduce human
error and enhance safety and effectiveness. Similar to AHRQ, this program follows
a phased approach including: 1) identification of safety needs, 2) application of
methods and tools, 3) development of interventions and 4) validation of products
(see Figure 1).
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Figure 1. Maintenance Human Factors Program Elements and Approach:
Risk analysis plays a key role as both product and tool for the NASA
Aviation Safety Program

Central to this research approach and critical for its success is the continuous in-
volvement of operational partners through all phases of the research. While we use a
variety of methods to establish current maintenance error baselines and to develop
and validate interventions, ST-PRA has emerged as a useful multi-purpose tool.
When applied within a maintenance organization, ST-PRA can help to identify high
priority safety needs; its associated fault tree indicates paths of process improvement
opportunities, and outcome probabilities provide error rates upon which metrics can
be tracked. In maintenance and inspection operations where there is a general lack
of human error data, this tool can provide organizations a way to begin systematic
data collection. Such a database helps to establish a performance-based rationale for
making maintenance and inspection management decisions. Our eventual goal
within the AvSP MHF program is to develop a generic, public-domain version of the
ST-PRA tool suitable for use in any maintenance and repair station. In addition,
such a tool can be applied to a wide range of high risk operations even when users
may not have formal risk modelling experience.

1.2.2 ST-PRA in the NASA Engineering Complex Systems (ECS) program

The NASA ECS program is primarily directed toward NASA operations (e.g., space
shuttle, space station, unmanned launch initiatives, etc.) and its overall goal is to
achieve ultra-high levels of safety and mission success through the infusion of ad-
vanced information technologies and knowledge engineering. One task focuses on
the development of a Digital Shuttle Ontology which lays the foundation for a
shared, user-centric information system that incorporates risk priorities in its knowl-
edge base. This task was developed to address three major challenges: 1) the need
for a shared information system that crosses organizational boundaries and works ef-
fectively for diverse information requirements, 2) the need for an inter-
organizational process model that examines knowledge acquisition, usage and in-



formation priorities, and 3) the need to develop risk-informed knowledge manage-
ment techniques that can be consistently used across the lifecycle of the vehicle
(e.g., design, manufacture, test, operate, maintain, etc.).

Developing a shuttle ontology for a system of organizations that have evolved,
merged, split, and disappeared is not easy to achieve, and there is an inherent limita-
tion to this task due to corporate and technical knowledge already lost over the 30-
year history of the Space Shuttle Program (SSP). Nevertheless, the flip-side of this
challenge is that there exists a 30-year history of flight and test data, lessons learned,
research engineering, and a large body of experiential knowledge in the form of a
highly skilled and dedicated workforce.

Socio-technical risk modeling has proven to be a useful process for capturing
knowledge from a variety of information sources. For example, in the shuttle proc-
essing work environment, a partial risk model of ground-processing-induced in-
flight anomaly (GPI-IFA) risk has been built [10]. In this model, 9 top-level classes
of mechanical, electrical and tile processing events are identified and the selection of
the top-level events are based on documented in-flight anomaly events (e.g., in-
complete installations, processing-induced damage). Although this partial model
focuses on only one part of the shuttle process (orbiter processing between flights),
these results represent a significant contribution to risk in the shuttle lifecycle, and
address the need to identify and understand human error risks.

In short, the socio-technical risk modeling process provides critical risk informa-
tion. It identifies vulnerabilities in the system design and high-impact strategies to
reduce risk. Furthermore, it provides a system for building a risk/data driven ap-
proach to managing error. Finally, in relation to the ECS program, the partial risk
model developed for shuttle ground processing provides an important knowledge
capture tool for populating the shuttle ontology with risk priorities. In both AvSP
and ECS programs, we find that the socio-technical approach to risk modeling pro-
vides an appropriate way to integrate equipment/design risk assessment (for which
aerospace is data-rich) with knowledge about human operator error. Human factors
research applications in maintenance and inspection are not new, nor are safety
management concepts and tools, but the “socio” elements of a socio-technical sys-
tem have often been sidelined as if they were independent of the “technical” context
in which they reside. While NASA is known for its ability to overcome operational
barriers through creative technology solutions, NASA also acknowledges the unique
capabilities and limitations of the human operator interacting with technology in
high-risk operations. ST-PRA is an approach that brings us one step closer to un-
derstanding these complex relationships so that the most effective operations and
highest level of safety can be achieved.

2 Summary

Socio-Technical Probabilistic Risk Assessment is a powerful tool for safety assess-
ment, and federal agencies can play a critical role in supporting the application of
this research method for achieving their strategic goals. Both AHRQ and NASA
have launched important programs utilizing these methods and are finding benefits
that support their overall research missions.
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